Examples of Recent Phishing Emails that Appear to Originate from Key
May 2014

Phishing Example #1

B Key Online Banking <noreply@key.com=
To: |
Co

Subject: Key Bank eAlert: Your account has been locked

Our Valued Customer,
Your account has been locked out for the security

of your online access. To unlock your account,
you need to re-update details on our records

Verification Update

Thank you for helping us to protect you.
Securty Advisor
key Bank Security Team

Phishing Example #2

B Key Bank <noreply@key.com:>
Toe |
Co

Subject: Key Bank You have {1} new Security message

KeyBank O

You have (1) new Security message.

Click Here to Resolve

As this e-mail is an automated message, we can't reply to any e-mails sent by retumn.

Copyright A© 1995 - 2014 KeyBank Corp.

Classification: Public



Examples of Recent Phishing Emails that Appear to Originate from Key
May 2014

Phishing Example #3
(this is a very common one — but the date changes depending on the time frame of the phishing email)

B Key Bank <alerts@keybank.com=
To: |

Ca
Subject: You Have (1} New Security Message from Key Bank

KeyBank

Our Valued Custormer,

We have recently discovered that different computer have logged into your online Banking account
and multiple failure in security question and answer during the log-on. We now need you to re-confirm
your online Banking Identity.

If this is not completed by May 18, 2014. We will be forced to suspend your account indefinitely,
as it may have been used for fraudulent purposes.

Click here to Verify MyAccounts
Thank you for your understanding as we work together to protect your account.

KeyBank
Member FDIC

Classification: Public
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Phishing Example #4

Classification: Public
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Phishing Example #5
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Phishing Example #6
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Phishing Example #7

Classification: Public



Examples of Recent Phishing Emails that Appear to Originate from Key
May 2014

Phishing Landing Page — Phony login screen
(the links on all of the phishing examples takes the user to this page,
which is hosted at the each of the various phishing URLs)

Classification: Public



