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Take a moment to think about the protection your company has in place to safeguard 
employee information such as social security numbers, addresses, driver’s license 
numbers, salary information, medical history, and information about each employee’s 
family members. Now imagine all of that data in the hands of cybercriminals. It’s 
a disconcerting scenario, but that’s exactly what’s happening today for countless 
employers who find themselves in the crosshairs of a cyberattack.

Protecting employee data often  
an afterthought

Currently, the United States does not have a 
single, all-encompassing data protection regulation 
governing the collection and use of personal data. 
Instead, numerous federal and state agencies 
govern certain industries and types of data. In 
Europe, it’s a far different picture. The EU General 
Data Protection Regulation that goes into effect 
on May 25, 2018, will provide a unified approach 
to data protection regulation, including rights and 
obligations to protect employee data.

Given that regulators in the U.S. focus most of their 
attention on protecting consumers, companies  
often prioritize the protection of customer data above 
employee data. While that may appear to make sense, 
it could actually create additional risk. If cybercriminals 
are unsuccessful in stealing customer data, why not 
steal employee data instead? In fact, USA Today 

reports that targeting employee data can  
provide cybercriminals with access to the “holy 
grail” of cybercrime — unfettered access to a 
company’s servers.

The impact on employee morale

While not as eye-catching in terms of the number  
of records compromised, employee data breaches 
are every bit as damaging, and some experts  
argue, more so than customer data breaches.  
The reason? Losing employee data can violate the 
trust employees place in their company to protect 
their personal data. Once violated, it can take a lot 
for a company to win their employees’ trust back. 
In the meantime, affected employees could remain 
demoralized and distrustful of their employer. In 
addition to eroding trust, employees affected by  
the breach may notify regulators of the loss as well  
as file civil lawsuits.

http://www.eugdpr.org/
http://www.eugdpr.org/
https://www.usatoday.com/story/money/columnist/2017/05/06/homeland-security-sees-rising-cyber-threats/101142164/


Small change, big impact

A simple path to a more protected organization could be to broaden the scope of the 
data that’s covered under your data protection policies and procedures to include  
the various forms of employee information that your company possesses. Similar to 
protecting customer data, document the employee data life cycle. That means identifying 
where your company stores employee-related data, who has access to it, what they do 
with that access, and how long such data remains within the company’s possession.

As part of that effort, regardless of whether your company uses cloud-based servers or houses the data within its 
own IT environment, determine if the technology is in place to detect unusual activity, for example, the accessing of 
employee data from a foreign location. Also encrypt employee-related data wherever it resides with your company’s  
IT infrastructure, including the mobile environment such as employees’ laptops, tablets, and cell phones. In doing 
so, you’ll make it much harder for a cybercriminal to use stolen employee data to their advantage.
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Simulate an attack to  
shore up your defenses

If you’ve not done so already, create an 
incident response plan that details roles 
and responsibilities related to a breach that 
includes the loss of customer as well as 
employee data. Then, test the effectiveness 
of your newly-revised incident plan. Conduct 
a mock cyberattack, sometimes called a 
“tabletop” exercise, simulating an attack that 
breaches your company’s cyber defenses and 
tests your ability to respond to the intrusion.

Your incident response plan should identify 
who within the organization will communicate 
with employees regarding the breach. As a 
rule, being up front and honest about the 
breach and the scope of the loss is the best 
approach. Remember, employees have a front 
row seat to what’s happening. Consequently, 
they may uncover critical information about  
the breach that you failed to disclose. That  
lack of disclosure has the potential to erode  
an already damaged trust.

Don’t forget to collect data

As part of that exercise, determine how the loss 
occurred, the number of customers and employees 
affected, the type of data stolen, how the company 
will respond to customers and employees affected 
by the breach, and who will take the lead on 
contacting law enforcement and regulators.

Finally, identify the steps needed to shore up your 
company’s defenses to prevent a similar incident 
in the future. Remember to include in-house 
legal counsel or an attorney from an outside firm 
throughout the tabletop exercise. By doing so, 
your company will be able to claim legal “privilege” 
to prevent the disclosure of the exercise to third 
parties, such as a plaintiff’s attorney.

The fight against cybercrime is never-ending. 
As long as companies accumulate sensitive 
data, criminals will make every effort to steal it. 
Protecting customer data is critical, but don’t 
overlook the importance of protecting employee 
data. Employees deserve the same degree of 
protection provided to customers.

Data Protection Regulation: How Safe Is Your Employee Data? 2 of 2

1 2

For questions, please contact your Key Relationship Manager.


