
While fraud can’t be completely 
eliminated, it can be detected  
and prevented.
Be aware and be safe.
 Monitor your dealership’s accounts daily and closely. 
  Be suspicious of any unsolicited emails, phone calls,  

or text messages from either known or unknown 
senders with an urgent request for personal or company 
financial information. 

  Never log in to your dealership’s online banking account 
via a link or Internet address provided in an email or  
text message.

  Never use “favorites” to access a website where you 
plan to disclose private information—type the URL into 
your browser’s address bar.

  Only enter financial or account information on sites that 
have the lock icon displayed in the browser and https 
preceding the URL.

Be vigilant with emails.
  Do not open unsolicited, suspicious emails, or emails 

from unknown senders—delete them. If you do open 
one, never click on links or open attachments.

  If you receive a message from a known sender, do not 
open an attachment before checking with them through 
a known phone number/email address.

  Emails appearing to come from a trusted source could 
be fraudulent and contain a virus, Trojan horse, worm,  
or other malware.

  Do not share your email address with random sources.
  Never provide personal information requested via pop-

up windows or email.
  Never initiate ACH (automated clearing house) or wire 

transfer transactions or change accounts based solely 
on email requests—always confirm the action via a 
trusted phone number or in person.

Protecting your  
dealership from fraud

Take an active approach to your 
dealership’s security plan and controls.
Review computer security.
 Use strong passwords and change them often.
 Ensure that antivirus programs are updated daily.
  Maintain and review your dealership’s computer 

operating systems and web browsers, and install  
the recommended security updates as they  
become available.

 Limit administrative rights.
  Ensure employees at your dealership lock their 

computers when away from their desks.
  Consider using a dedicated computer for all  

banking transactions.

Communicate with and educate your employees.
 Routinely discuss how to identify fraud.
 Develop/evaluate internal fraud policies.
  Discuss a contingency plan for dealership operations 

with your banker in the event of a payment disruption.
  Read Consumer Affairs reports, as they often post  

alerts about new scams.
  Provide ways for your employees to report  

suspected fraud. 

Set up fraud controls.
  Work with IT/Security to develop a plan for  

responding to fraud.
  Limit the use of your dealership’s ACH system  

to employees who need to use the system.
 Use dual controls and ensure separation of duties.
 Verify employee access rights and credentials regularly.
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If you suspect you are a victim of fraud or malware, call Key’s Fraud and Disputes Hotline directly  
at 1-800-433-0124, and then contact your Relationship Manager to make them aware of the issue.
To learn more, contact your Relationship Manager, or visit key.com/phishing or key.com/security.


